
CYBER SECURITY LIABILITY
The overoge cost of o doto breoch is $204 per lost record, with more thon holf of such costs ottributoble to

lost customers ond the ossocioted public relotions expenses to rebuild on orgonizotion's reputotion.rThe below

exomples illustrote situotions in which the costs incurred to remediote o dotq breoch were significont.

Unouthorized Access
An internotionol computer hocking group goined occess

eleclronicolly to lhe computerized cosh registers of o restouront

choin ond stole credit cord informotion of 5,000 cusfomers,

storiing o flood of froudulent purchoses oround the world.

Theft of DigitolAssets
A regionol retoiler controcted with o third porty service

provider. A burglor stole two loptops from the service provider

contoining the doto of over 800,000 clients of the retoiler.

Under opplicoble notificotion lows, the retoiler - not the service

provider - wos required to nolify offected individuols. Totol

expenses incurred for notificotion ond crisis monogement to

customers wos neorly $5M.
Privocy Breqch

An employee of o rehobilitotion cenler improperly disposed of

4,000 client records in violotion of the centers privocy policy.

The records contoined sociol security numbers, credit ond debil

cord occount numbers, nomes, oddresses, telephone numbers,

os well os sensitive medicol informotion. The center settled

the cloim with the stote of Mossochusetts ond ogreed io poy

fines ond penoliies lmposed by the stote os well os extend

$890,000 in customer redress funds for credii monitoring on

beholf of the victims.

Theft of Digitol Assets
A home heolthcore orgonizotlon hod bock-up topes, loptops,

ond disks contoining sociol securiiy numbers, clinicol ond

demogrophic informotion, ond in o smoll number of coses,

poiienl finonciol doto thot wos stolen. ln totol, over 365,000
potient records were exposed. The orgonizotion settled with

the siote ottorney generol, providing potients wiih free credit

monltoring, credit restoroiion to potients lhot were victims of

identiI froud, ond reimbursement lo potients for direci losses

thot resulted from the doto breoch The orgonizotion wos olso

required to revomp its security policies, implemeni technicol

sofeguords, ond conduct rondom complionce oudits.

Humon Error
A non-profit community oction corporotion prlnied two 1099
forms on one piece of poper. An employee wos supposed to

seporote the forms ond send eoch to its rightful owner. lnsteod,

one person received both copies. The mistoke sent tox lorms

ond sociol securily numbers to strongers. Approximotely 50%

of the londlords who work with the community oction corporotion

received their forms in oddition to ihe privote informotion of

the others

Cyber Extrortion Threqt
A U.S. bosed informotion iechnology compony controcted

with on overseos softwore vendor. The controcted vendor left

universol "odministrotor" defoults insiolled on the compony's

server ond o "Hocker for Hire" wos poid $20,000 to exploit

such vulnerobiliry The hocker odvised if the requested Payment
wos not mode he would post the records of millions of regisiered

users on o blog ovoiloble for oll to see. The exlorlion expenses

ond extortion monies ore expected to exceed $2M.

Humon Error
An employee of o privote high school mistokenly disiributed

vio e-moil the nomes, sociol security numbers, birthdotes,

ond medicol informotion of students ond foculty, creoting

o privocy breoch. Cveroll, I ,250 individuols' informotion

wos compromised.

Molicious Code
A luvenile releosed o computer worm directing infected

compuiers to lounch o deniol of service ottock ogoinst o

regionol computer consulting & opplicotion outsourcing firm.

The infection coused on I 8 hour shutdown of the entity's

computer systems. The computer consulting & opplicotion

outsourcing firm incurred extensive costs ond expenses to

repoir ond resiore their system os well os business interruption

expenses which totoled opproximotely $AZS,OOO lPonemon

lnstitute, 4/2009 Globol Cost of o Doio Breoch Study.


